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Fay ar v aala Aag amana y aat ay aat  k ao ClanaI kr  ]na saBaI k MPa\ y aUT r  k I r x aa k rt I hO jy aao [MT r naoT  sao j auD,o haot o hO.  
hr  v ark sToSana AaOr  sar v ar pr  Fay ar v aala haonaI hI caaihe y ad \y aip v ah kMpnaI Apnao AaMt ir k  naoT v ar\ k  AaOr  
[MT r naoT  k o baIca Fay arv aala rKt I hO. y ah pr laoK saaV ar Na Aay apITobala Fay arv aala pr  AaV air t hO.  
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Aay apIT obala baD,I Fay ar v aala k o ilae bahKubaI samaay aaoj ana kr t a hO. y ahaM t k  k I k [ y aaMt \\ irk  Fay ar v aala BaI 
Aay apIT obala‚ y aa ]sak I pUr \v av ar \t I Aay apIcaOna‚ k a ]py aaog a krt IM hOM. k \ y aaoMk I k[o lainak \ sa v ait r NaaoM pr 
Aay apIT obala Aar mBa sao saMsqaa ipt  haot I hOM‚ Aap tu rMt  ]nak a ]py aaog a Sau ru k r sak \to hOM. halaa^k I Aay apITobala ko 
ilae k š Aar oKIy a p\r y aaok \ t a AMMt r anaIk  ]plabV hO‚ pr  vah bahu t  inamnast r  ko hOM. namau nao k o ilae laaok ik T ‚ roD 
hoT  k a ]plabV ]pkr Na‚ j aao Aay apIT obala k ao r Up donao maoM ]py aaog a ik y aa j aat a hOM‚ y ah nahIM id Kat a k I 
]py aaok \t a nao pUr \ v a ik na naiy amaaoM k a ]py aaog a ik y aa‚ haqa sao  ik y ao g ay a bad laav a ko } pr  ilaKnaa AaOr  bahut 
Kt rnaak AaOr vy ar\ qa iv ak lp‚ ibanaa ik saI madd  ko p\ r st ut  k rt a hOM.   
 
Aag ao d I huš SaOla isË p\ T Fayar v aala k I rUpr canaa tOy aar  v a BaMDar Na k rt I hOM t ak I j aba k BaI kMPa\ y aUTr  baUT  hao‚ v ah 
sv at Á  Saur u hao j aay a. y aid Aap Fay arv aala k a r UpaMt r kr naa caaht o hOM‚ basa isË p\T  k a saMpad na k r ]sao d aobaar a r na 
k roM. Fay ar v aala k ao saMsqaapn a kr nao k a ]icat samay a t ba haot a hOM j aba kMPa\ y aUT r phlaI baar  naoT v ar \k  sao j aaoDa  
j aat a hOM.  
 
su – Aad oSa  d ok r  phlao maUla ]py aaog ak r t a banao. naIcao d I g a[ isË p\ T  k ao [sa pt o pr  BaMDar Na  k r o 
/root/bin/firewall.sh 

 

#!/bin/sh 

# firewall.sh - Configurable per-host firewall for workstations and 

# servers.(c) 2003 Tero Karvinen - tero karvinen at iki fi - GPL 

# Cleanup old rules # All the time firewall is in a secure, closed state 

iptables -P INPUT DROP 

iptables -P FORWARD DROP 

iptables --flush        # Flush all rules, but keep policies  

iptables --delete-chain 

## Workstation Minimal firewall ### 

iptables -P FORWARD DROP 

iptables -P INPUT DROP 

iptables -A INPUT -i lo --source 127.0.0.1 --destination 127.0.0.1 -j ACCEPT 

iptables -A INPUT -m state --state "ESTABLISHED,RELATED" -j ACCEPT  



iptables -A INPUT -p icmp --icmp-type destination-unreachable -j ACCEPT 

iptables -A INPUT -p icmp --icmp-type time-exceeded -j ACCEPT 

iptables -A INPUT -p icmp --icmp-type echo-request -j ACCEPT 

iptables -A INPUT -p icmp --icmp-type echo-reply -j ACCEPT 

####### HOLES ####### Edit holes below, then run this script again 

#iptables -A INPUT -p tcp --dport ssh -j ACCEPT 

#iptables -A INPUT -p tcp --dport http -j ACCEPT 

#iptables -A INPUT -p tcp --dport https -j ACCEPT 

##################### Edit above 

iptables -A INPUT -j LOG -m limit --limit 40/minute 

iptables -A INPUT -j DROP 

# Save 

iptables-save > /etc/sysconfig/iptables 

echo ": Done." 

 
Aba AnaukUlana saMsqaaipt  krnao ko ilae‚ [sa isË p\ T k ao rna kroM  
 
# chmod u+x /root/bin/firewall.sh 

# /root/bin/firewall.sh 
 
[sao k hnaa caaihe “firewall.sh: Done”. Aap Apnaa Anauk Ulana iptables –L sao  j aa^ca sak\ to hOM.  
 
Bahu t  AcC o‚ Aba Aapko pasa ek  Fay arv aala hOM.  
 
Aay apIT obala AaOr  naoT  k o saaqa Aap [MT r naoT  k naok Sana baaMT BaI sak\ to hOM.   
 

Adminstrivia 

Tested with Red Hat Linux 9 Shrike.  

Changelog:  

• 2006-08-18 Copywriting document. Linked to Johansens’ (2006) init.d version.  

• 2003-11-19 Separated nat to its own document 

• Earlier ChangleLog missing.  

Copyright 2003-2006 Tero Karvinen. GNU Free Documentation License or GNU General Public 

License v2, user can choose either. 
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