
fuzzing with 



$ whoami

● Head of Security Testing @ Visma 

● Open source: ffuf, certbot, acme-dns,  

confused, certainly … 

● <3 Board games and craft beer <3 

● Disobey puzzle team lead, TurkuSec &  
various global infosec communities 

@joohoi on the intertubes



What is this ffuf thing anyway?
fuzzing with ffuf

● Swiss army-knife HTTP bruteforce tool 
● Sending in a lot of requests and detecting anomalies 
● Target any part of HTTP request 
● Anomaly detection for various different aspects: 

○ Status codes 
○ Response size (bytes / words / lines) 
○ Request-response roundtrip time 
○ Regex matching 

● Very customizable 
● Focusing around flexibility



fuzzing with ffuf

$ ffuf -h





fuzzing with ffuf



Design philosophy
fuzzing with ffuf

● Enable - do not limit 
● Can be done outside of ffuf? Won’t implement it 
● Avoid magic - stay idiomatic and understandable 
● Maintain UX integrity across the board 
● If there’s a established standard - do not reinvent



Basics - wordlists
fuzzing with ffuf

● Important - do not skip 
● Can be a file, or piped through STDIN ( -w - ) 
● Best: technology specific, but aware of smoke and mirrors tactics 
● Resources available: SecLists, Assetnote, PayloadsAllTheThings 
● Often beneficial to create a custom one! 

○ Tooling available: CEWL, Katana 
○ Clankers 

● Ffuf supports multi-wordlists to extend your capabilities

https://github.com/danielmiessler/SecLists
https://wordlists.assetnote.io/
https://github.com/swisskyrepo/PayloadsAllTheThings
https://github.com/digininja/CeWL
https://github.com/projectdiscovery/katana


Basics - matching and filtering
fuzzing with ffuf

● Best filter is always the most specific one 
● HTTP Status code -mc / -fc  

○ For example match 200 - OK responses 
● Number of lines -ml / -fl 

○ Good to use when content is dynamic 
● Number of words -mw / -fw 

○ If output includes the input value 
● Response content length -ms / -fs 

○ If responses are static 
● Roundtrip time -mt / -ft 

○ Slow endpoints, SQL injections 
● Automatic calibration available: -ac



Basics - keywords
fuzzing with ffuf

● Each wordlist defined in the command line has its own keyword 
○ For example -w wordlist.txt:KEYWORD 
○ Defaults to FUZZ if not explicitly defined 

● Points out the place(s) in request to substitute with wordlist 
entries 

● Can be used in various places: 
○ URL (  -u https://target.tld/FUZZ  ) 
○ Headers (  -H “Host: FUZZ.target.tld”  ) 
○ Data (  -d “{‘key’: ‘FUZZ’}”  )



Basics - complex requests
fuzzing with ffuf

● Best practice is to save the raw request to a text file and edit it 
accordingly 
○ Adding keywords where needed 
○ Removing unnecessary data 

● Start ffuf with -request raw_request.txt 
○ Note that the schema is not defined in raw request 

■ Default: HTTPS, if target is HTTP use -request-proto http 
● Configure rest of the options on command line as usual



Basics - rate limiting
fuzzing with ffuf

● Play nice! Don’t bring down the target 
● What is reasonable? 

○ …depends 

● ffuf has different ways of rate limiting, but just use -rate if 
unsure. 

● Too high fuzzing rate can result into resource exhaustion in the 
target in various ways



Intermediate - interactive
fuzzing with ffuf

● Hit ENTER during the run 
● (Re)Configure or fine-tune your filters 

& matchers 
● Apply filtering on existing results 

and show the output (note: 
irreversible) 

● Save current results to a file 
● Skip a recursion job 
● Restart a run with newly applied 

configuration options



Intermediate - payload encoder
fuzzing with ffuf

Standalone: https://github.com/ffuf/pencode 

https://github.com/ffuf/pencode


Intermediate - observe & capture
fuzzing with ffuf

● Save matched raw request & response data: -od output_dir_name 
● Send matches to a proxy: -replay-proxy http://127.0.0.1:8080 

○ Advanced: ssh reverse tunnel (-R) to local burp from ffuf running in VPS 
● Show transport layer issues:  

-debug-log logname.log 



- - replay-proxy

:: Progress: [39/39] :: Job [1/1] :: 25 req/sec :: Duration: [0:00:02] :: Errors: 0 ::



:: Progress: [39/39] :: Job [1/1] :: 25 req/sec :: Duration: [0:00:02] :: Errors: 0 ::

- - replay-proxy



Advanced - the request you cannot replay
fuzzing with ffuf

● Login forms hand out a single-use CSRF 
token 

● Point ffuf at the form directly: every 
request is 403 

● Session is per-request, wordlists are not 
● Old fix: write a Python script, stop 

fuzzing 
● Other old fix: a proxy in front of ffuf 
● Same problem for nonces, one-time IDs, 

short-lived bearer tokens



Advanced - preflight and postflight
fuzzing with ffuf

● -preflight <file>: raw request sent before each fuzzing 
request 

● -postflight <file>: raw request sent after each fuzzing 
request 

● Files are Burp-style raw HTTP, the same format as -request



Advanced - preflight and postflight
fuzzing with ffuf

● -preflight-var "NAME:regex": capture group from the 
preflight response body 

● NAME substitutes into URL, headers and body, exactly like 
FUZZ 

● A -preflight-var binds to the -preflight before it 
● Chain them: multiple -preflight run in order, later ones see 

earlier vars 
● Flight requests inherit main config headers, -H auth and -b 

cookies included



Advanced - preflight gotchas
fuzzing with ffuf

● Extraction reads the response BODY only 
● -preflight-mode per-request is the safe default, one extra 

request every time 
● -preflight-mode per-thread runs once per thread and 

reuses, cheap but only for reusable values 
● Single-use token plus per-thread equals silent garbage 

results 
● Captured values cannot change the scheme, host or port of 

a flight request 
● Traffic counts against the shared rate (-rate and -p)



Thanks!

@joohoi

Slides: https://io.fi/fuzzing_with_ffuf.pdf      
  
https://github.com/ffuf/ffuf 
https://github.com/ffuf/ffuf/wiki 
https://github.com/ffuf/pencode 
https://ffuf.io.fi/play 

https://io.fi/fuzzing_with_ffuf.pdf
https://github.com/ffuf/ffuf
https://github.com/ffuf/ffuf/wiki
https://github.com/ffuf/pencode
https://ffuf.io.fi/play

